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1. Purpose

Saffron Aid Australia is committed to protecting the privacy of individuals who may be
incidentally captured in audio or visual recordings collected through wildlife monitoring,
ecological research, citizen science, environmental education and biodiversity projects.

Saffron Aid Australia uses equipment including autonomous acoustic recorders, such as the
Demeter Acoustic Recorder, and visual monitoring equipment including wildlife cameras
and other imaging devices.

The primary purpose of these systems is to record and analyse wildlife, environmental
sounds and wildlife activity, not to monitor, record or identify people.

This policy explains how Saffron Aid Australia manages audio and visual recordings that
may incidentally contain human voices, images or other information capable of identifying an
individual.

2. Scope

This policy applies to audio and visual recordings collected by or on behalf of Saffron Aid
Australia as part of its environmental, biodiversity, ecological research, education, citizen
science and wildlife monitoring activities.

It applies to recordings collected using:

e autonomous acoustic recorders;

o wildlife and trail cameras;

e video monitoring equipment;

e 4G-connected or remotely connected monitoring equipment;

e other approved audio or visual wildlife monitoring devices; and

o associated systems used to transfer, process, analyse or store those recordings.

3. Purpose of collecting recordings

Saffron Aid Australia collects recordings primarily for legitimate environmental and
scientific purposes, including:



e identifying and monitoring native wildlife;

e monitoring birds, bats, amphibians, mammals and other fauna;
e assessing biodiversity;

e ecological research and environmental assessment;

e citizen science;

e environmental education;

o habitat and conservation monitoring;

e developing and improving wildlife monitoring methodologies;
o analysing wildlife distribution, activity and behaviour;

e contributing to biodiversity datasets and scientific research; and
e reporting research and conservation outcomes.

Saffron Aid Australia does not collect audio or visual recordings for the purpose of routinely
monitoring, surveilling or profiling members of the public.

4. Incidental capture of people

Wildlife monitoring equipment is generally deployed in locations where wildlife is expected
to be present. Depending on the location and circumstances, equipment may nevertheless
incidentally capture:

e aperson's voice;

e aconversation;

e aperson's image;

e aperson walking through a camera's field of view;

e aperson's vehicle or registration plate; or

o other information that may identify or reasonably identify a person.

Saffron Aid Australia recognises that such information may constitute personal information
under applicable privacy legislation.

The incidental capture of a person does not mean that Saffron Aid Australia intends to collect
or retain that person's personal information.

5. Unauthorised human conversations

5.1 No intentional recording of private conversations

Saffron Aid Australia does not intentionally use animal acoustic monitoring equipment to
record private human conversations.

The Demeter Acoustic Recorder is designed to detect and record environmental and wildlife
sounds. Because acoustic recorders can detect sounds within their operating range, there may
be circumstances where human speech is incidentally captured.



5.2 Identification and deletion

Where a recording is identified as containing an unauthorised human conversation or
other private human communication, Saffron Aid Australia will:

identify the recording as containing unauthorised human communication;

cease using the recording for wildlife analysis;

delete the recording as soon as reasonably practicable;

not intentionally retain the conversation;

not use the conversation for research, education, marketing, profiling or any other
purpose; and

6. not disclose the conversation to third parties, except where disclosure is required or
authorised by law.

MRS

Unauthorised human conversations will not form part of Saffron Aid Australia's wildlife
acoustic dataset.

Where technically practicable and appropriate, deletion procedures will also address
duplicate copies or working copies held within Saffron Aid Australia's systems.

5.3 Accidental capture

The accidental capture of human speech does not constitute permission for Saffron Aid
Australia to retain, analyse or otherwise use that speech.

Where human speech is identified during review or processing, it will be treated in
accordance with this policy and applicable privacy and surveillance laws.

6. Wildlife and environmental recordings

Recordings that contain animal calls, environmental sounds or other non-human sounds may
be retained where they are relevant to Saffron Aid Australia's legitimate environmental,
scientific, educational or conservation purposes.

Animal acoustic recordings may include:

e bird calls;

e bat echolocation;

o frog and amphibian calls;

e mammal calls;

e insect sounds;

e environmental soundscapes; and

o other natural environmental sounds.

These recordings may be securely stored for analysis and may form part of Saffron Aid
Australia's ecological and biodiversity datasets.



The purpose of retaining these recordings is to facilitate wildlife identification, ecological
analysis, research, biodiversity monitoring, education and conservation outcomes.

7. Visual recordings

Visual monitoring equipment may capture images or video of wildlife and its surrounding
environment.

Where a person is incidentally captured in a visual recording, Saffron Aid Australia will
assess whether the recording contains personal information and whether retention is
reasonably necessary for an authorised purpose.

Unauthorised images of identifiable individuals will not be intentionally retained.

Where an image or video is identified as containing an unauthorised or unnecessary image of
an identifiable person, Saffron Aid Australia will delete the relevant material or, where
appropriate and technically practicable, permanently de-identify or redact the person.

Wildlife images that do not contain identifiable individuals may be retained for legitimate
ecological, scientific, educational and conservation purposes.

8. No facial recognition or voice identification

Unless expressly authorised under a separate privacy notice and lawful project purpose,
Saffron Aid Australia will not use wildlife recordings for:

o facial recognition of members of the public;

o voice identification of individuals;

e biometric profiling;

e identification of individuals from incidental wildlife recordings;

e behavioural profiling of members of the public; or

e monitoring individuals for purposes unrelated to wildlife, environmental or
conservation activities.

9. Collection and use of personal information

To the extent that an audio or visual recording contains personal information, Saffron Aid
Australia will manage that information in accordance with applicable Australian privacy laws
and the Australian Privacy Principles where applicable.

Personal information will only be collected, used or disclosed where permitted or required by
law and where reasonably necessary for an authorised purpose.



Saffron Aid Australia will not use incidental human recordings for purposes unrelated to the
purpose for which the monitoring system was deployed.

10. Storage and security

Wildlife acoustic recordings and other authorised environmental recordings may be stored on
secure servers for analysis, processing, research and conservation purposes.

Saffron Aid Australia will take reasonable technical and organisational measures to protect
information it holds from:

o unauthorised access;
o unauthorised disclosure;

e misuse;
o interference;
o loss;

o unauthorised modification; and
o other reasonably foreseeable security risks.

Depending on the system and circumstances, security measures may include:

e access controls;

e authentication and password controls;

e restricted user permissions;

e secure server infrastructure;

e encryption where appropriate;

e secure network connections;

e controlled access to recording repositories;

e system monitoring and audit controls;

e secure backups; and

e procedures for identifying and deleting unauthorised recordings.

Access to stored recordings will be restricted to authorised personnel, contractors, researchers
or service providers who require access for legitimate project purposes.

11. Data retention

Saffron Aid Australia will retain authorised wildlife recordings for as long as reasonably
necessary for the relevant environmental, scientific, research, educational or conservation

purpose.

Retention periods may vary depending on the project, scientific value of the recording,
research requirements and applicable legal obligations.



Human recordings or images that are not authorised for retention will be deleted when
identified and will not be incorporated into the permanent wildlife dataset.

Where personal information is no longer required for any purpose for which it may lawfully
be used or disclosed, Saffron Aid Australia will take reasonable steps to destroy or de-
identify that information, subject to any legal requirement to retain it. This approach is
consistent with APP 11.2.

12. Backups

Where an unauthorised human recording has been identified and deleted, Saffron Aid
Australia will take reasonable steps to ensure that the recording is not retained in active
copies of the relevant dataset.

Where deletion from technical backups cannot occur immediately because of the operation of
a secure backup system, the relevant information will not be restored or reused for
operational purposes and will be removed in accordance with the applicable backup retention
and deletion cycle.

Saffron Aid Australia will maintain reasonable procedures for managing information that is
required to be deleted or de-identified.

13. Disclosure of recordings

Saffron Aid Australia will not sell audio or visual recordings containing personal
information.

Authorised wildlife recordings may be made available to researchers, ecological
professionals, educational institutions, conservation organisations, government bodies,
project partners or other appropriate parties where this is consistent with the purpose for
which the recordings were collected and permitted by law.

Unauthorised human conversations will not be disclosed except where Saffron Aid Australia
is required or authorised to do so by law.

Where recordings are shared for scientific or educational purposes, Saffron Aid Australia will
take reasonable steps to ensure that unnecessary personal information is not disclosed.

14. Research and scientific use

Wildlife recordings may be analysed using human review, acoustic analysis software,
automated classification systems or artificial intelligence and machine-learning tools.



Where recordings are used for research or analysis, Saffron Aid Australia will take
reasonable steps to ensure that incidental human speech or identifiable personal information
is not unnecessarily retained or used.

Where appropriate, data may be aggregated, anonymised or de-identified before being used
for research, education, reporting or publication.

15. Publicly released material

Saffron Aid Australia may publish or otherwise communicate wildlife recordings, images,
photographs, videos, spectrograms, soundscapes or derived data for legitimate scientific,
educational, conservation, fundraising or communications purposes.

Saffron Aid Australia will take reasonable steps to avoid publishing identifiable images,
voices or other personal information relating to members of the public where such
information is not necessary for the purpose of publication.

Unauthorised private human conversations will not be intentionally published or made
publicly available.

16. Third-party service providers

Saffron Aid Australia may use third-party providers for services such as:

o secure data storage;

¢ cloud infrastructure;

e data processing;

e acoustic analysis;

 artificial intelligence or machine-learning analysis;
e information technology;

e cybersecurity; and

e backup and disaster recovery.

Where a third party handles personal information on behalf of Saffron Aid Australia, Saffron
Aid Australia will take reasonable steps to ensure that appropriate privacy and security
protections are applied.

Where personal information is disclosed to an overseas recipient, Saffron Aid Australia will
consider and comply with applicable requirements relating to overseas disclosures, including
APP 8 where applicable. The OAIC notes that APP 8 can apply where personal information
is shared with an entity outside Australia.



17. Data breaches

Saffron Aid Australia maintains procedures for responding to suspected or actual data
security incidents involving personal information.

Where an incident involving personal information occurs, Saffron Aid Australia will assess
the incident and take appropriate action in accordance with applicable Australian privacy and
data breach laws.

This may include:

e containing the incident;

e assessing what information was involved;

e determining whether individuals are at risk of harm;

o taking remedial action;

e documenting the incident;

o notifying affected individuals where required; and

o notifying the Office of the Australian Information Commissioner where required by
law.

18. Access to and correction of personal information

An individual may request access to personal information Saffron Aid Australia holds about
them, subject to applicable legal exceptions.

An individual may also request correction of personal information that they believe is
inaccurate, out-of-date, incomplete, irrelevant or misleading.

Requests will be handled in accordance with applicable privacy legislation.

The Australian Privacy Principles include rights and obligations concerning access and
correction under APPs 12 and 13.

19. Complaints

If a person believes that Saffron Aid Australia has handled an audio recording, visual
recording or other personal information inappropriately, they may make a privacy complaint
to Saffron Aid Australia.

Complaints should provide sufficient information for Saffron Aid Australia to identify the
relevant project, recording, location, date or circumstances where possible.

Saffron Aid Australia will investigate privacy complaints and take reasonable steps to resolve
them.



If a person is not satisfied with the response, they may have the right to make a complaint to
the Office of the Australian Information Commissioner (OAIC).

20. Privacy by design

Saffron Aid Australia will seek to incorporate privacy considerations into the planning,
deployment and operation of wildlife monitoring systems.

Where practical, project teams should consider:

o the location of monitoring equipment;

o the direction and field of view of cameras;

o the sensitivity and range of acoustic equipment;

o the likelihood of capturing human activity;

e appropriate recording schedules;

e access controls;

e data minimisation;

e retention periods; and

e procedures for identifying and deleting incidental personal information.

Where there is a reasonable risk that a project may collect significant amounts of personal
information, Saffron Aid Australia may undertake an appropriate privacy risk assessment or
Privacy Impact Assessment before deployment.

21. Compliance with Australian law

This policy is intended to operate consistently with applicable Australian privacy laws,
including the Privacy Act 1988 (Cth) and the Australian Privacy Principles where they

apply.

The Australian Privacy Principles regulate the collection, use, disclosure, security, access and
correction of personal information.

Nothing in this policy is intended to authorise Saffron Aid Australia, its employees,
contractors, volunteers, researchers or project partners to record, intercept, monitor or use
communications in a manner prohibited by applicable Commonwealth, State or Territory law.

Particular care will be taken with the deployment of acoustic monitoring equipment in
locations where applicable listening-device, surveillance-device or other laws may restrict the
recording of private conversations.



22. Changes to this policy
Saffron Aid Australia may update this policy from time to time to reflect changes in:

e privacy legislation;

e technology;

o wildlife monitoring practices;
o data storage arrangements;

e research activities; or

e organisational requirements.

The most recent version will apply to the handling of recordings after its effective date.

23. Contact

For questions, requests for access or correction, or privacy complaints concerning audio or
visual recordings, please contact:

Saffron Aid Australia

Email: info@saffronaid.com

Phone: 02 7813 6830

Website: www.saffronaid.com

Postal address: PO Box 304 Oatlands NSW 2117

Privacy Officer
Saffron Aid Australia

Key privacy commitment

Saffron Aid Australia's wildlife monitoring systems are intended to monitor wildlife and the
environment, not people.

Where an unauthorised human conversation is incidentally captured by an acoustic recorder,
the recording will be identified and deleted when identified and will not be retained as
part of Saffron Aid Australia's wildlife acoustic dataset.

Authorised wildlife recordings may be securely stored and analysed to support biodiversity
research, conservation, environmental education and citizen science.


mailto:info@saffronaid.com
http://www.saffronaid.com/

